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“Strategic Narrative-Building” 

 

Pamela Williamson LL.B, MCTS1 

 

    Strategic Narrative Design 

A. Narrative Theory: 
                                                                                       
i. The Meaning of Narrative  

 

“If it is taken for granted that ideology is a function of domination, then it is assumed uncritically that 

ideology is an essentially negative phenomenon.” - Paul Ricoeur2 

 

Narrative (the meaning-full stories we tell ourselves that structure our perception, shape our 

cognition and unconscious minds3) shapes who we are and how we see our place in the world4. 

The philosopher Ricour (1991)5 postulated narrative as central to thinking and identity using the 

metaphor of navigating the seas to explain the process. Cognitive linguists Lakoff & Johnson 

(1980) postulated that metaphor is inherent to our cognition and action: 

                                                           
1 All Rights Reserved. This is an amended excerpt from her Masters dissertation. Pamela Williamson graduated 

Master of Conflict and Terrorism in 2019. Her papers were completed at the University of Auckland between 2017-

2018. Her dissertation supervisor was Dr. Steve Noakes. 

 
2 Paul Ricoeur, Hermeneutics and the Human Sciences, ed., trans. and intro. by John B. Thompson (New 
York:  Cambridge University Press, 1981) at p. 223. 
 
3 Michael Murray, Chapter 6, “Narrative Psychology and Narrative Analysis”, Qualitative Research in Psychology: 
Expanding Perspectives in Methodology and Design, Ed. Camic et al., 2003 at p.100; 
 
4Ibid at pp.98-99; see also p.101;  
 
5 Ibid at p.97. 
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“[M]etaphor is pervasive in everyday life, not just in language but in thought and action. Our 
ordinary conceptual system, in terms of which we both think and act, is fundamentally 
metaphorical in nature.” 6     

Jamet (2010)7 has continued the seas metaphor to reflect the way the internet and its users 

reciprocally influence the use of metaphor to describe the internet: 

“……if Internet metaphors have largely been motivated by the perception of Internet users, there 
is also a reciprocal influence because Internet metaphors also structure our very perception of it, 
which is in keeping with the mutual relationship between language and thought”8 

 

Gay9notes that Ricoeur saw in semiotics an unresolvable tension between the “struggle for 

ideology and the battle for myth”. Where there is interpretation issues he sees the inherent 

tension as resolved in the metaphorical synthesis of both: 

“ideology critique can utilize a metaphorical approach that provides perceptual, rather than 
strictly factual, criteria for assessing linguistic distortions.” 

An example offered by Gay is the phrase “window of vulnerability” 10used in US propaganda 

against the Soviets for a home audience which is a metaphor that plays with perception and 

ideology.11 

To summarise: Gay’s breakdown of this simple metaphor used in a strategic context is as 

follows: 1) metaphor; 2) ideological; 3) creative and 4) distortive.12 

                                                           
6 Ibid Lakoff and Johnson 1980:3 
 
7 Denis Jamet,” What do Internet metaphors reveal about the perception of the Internet?”,  metaphorik.de 
18/2010; https://pdfs.semanticscholar.org/09eb/0507d7dad261da74789100957da694a676b2.pdf 
This paper was originally delivered at the University of Wellington, New Zealand. 
 
8 Ibid at p.29. 
 
9 William C. Gay, “Ricoeur on Metaphor and Ideology.”  Darshana International 32, n1 (January 1992): 59-70.; see 
Conclusion. 
  
10 Ibid at Conclusion. 
 
11 Lakoff, George & Johnson, Mark (1980): Metaphors We Live By, The University of Chicago Press, Chicago. 
 
12 Ibid Gay at Conclusion. 
 

https://pdfs.semanticscholar.org/09eb/0507d7dad261da74789100957da694a676b2.pdf
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The power of narrative to frame audience responses was pioneered by Robert Entman13. In 

respect of audience autonomy, Entman14 referred to the “dominant meaning” being the 

narrative that will capture a mostly susceptible audience most successfully (Zaller (1992, 

Kahneman and Tversky (1984, and Iyengar (1991), although he did acknowledge the tendency 

of some to reframe narratives they receive according to their own lights under certain 

conditions (Gamson 1992).  

Ajit Maan, in her ground-breaking work Narrative Warfare,15 has applied these cognitive 

theories to irregular influence warfare. She has emphasised the difference between 

‘storytelling’ (a familiar cosier concept) and ‘narrative’ which has several dimensions: cognition, 

meaning and identity.16 

“This form of warfare is all about influence. But this is not information warfare; this is warfare 
over the meaning of the information. Information consists of facts—raw data. Narratives do not 
tell the facts. Narratives tell the meaning of the facts.”  

The proactive targeting of and engagement with the collective cognition and unconscious 

minds of specific adversary populations by means of structured offensive narratives and 

counter-narratives has weaponised narrative in the service of political-military goals. 

 

ii. Structure, Analysis and Research  

                                                           
13 Robert M. Entman, "Framing: Toward clarification of a fractured paradigm," Journal of Communication, 43.4, 
1993; https://www.unc.edu/~fbaum/teaching/articles/J-Communication-1993-Entman.pdf 
 
14 Ibid at pp. 51-58: https://www.unc.edu/~fbaum/teaching/articles/J-Communication-1993-Entman.pdf 
 
 
15 Ajit Maan Ph.D, Narrative Warfare, CreateSpace Independent Publishing Platform (April 3, 2018). 
 
Dr. Ajit Maan is a narrative strategist focused on national security and international relations. She is Founder and 
CEO of the U.S. based think-tank Narrative Strategies, Affiliated Faculty at George Mason University, member of 
the Brain Trust of the Weaponized Narrative Initiative of Arizona State University, author of Internarrative Identity: 
Placing the Self, Counter-Terrorism: Narrative Strategies, and co-editor of Soft Power on Hard Problems: Strategic 
Influence in Irregular Warfare. 

 
16 Ajit Maan, RealClearDefense, 27 February, 2018. 
https://www.realcleardefense.com/articles/2018/02/27/narrative_warfare_113118.html 
 

https://www.unc.edu/~fbaum/teaching/articles/J-Communication-1993-Entman.pdf
https://www.unc.edu/~fbaum/teaching/articles/J-Communication-1993-Entman.pdf
https://www.realcleardefense.com/articles/2018/02/27/narrative_warfare_113118.html
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“we are able to see different and sometimes contradictory layers of meaning, to bring them into 

useful dialogue with each other, and to understand more about individual and social change.” – 
Squire et al. 

Murray17considers it important to locate narrative themes within an analysis of structure or 

framework that includes plotline. He describes the linguistic deconstruction of the “core 

narrative” as having the following stages:  

firstly, the breakdown into clauses followed by abstract and orientation; next is the central 

“complicating action”; finally, an evaluation and afterword. For any material to be included in 

the core it must have some material relevance to the complicating action. This systematic 

approach allows an analyst to “grasp the interpretive orientation” as well as the main action. 

Tellingly, it is both the issues that are included or left out that are important to the meaning of 

the narrative. 

 Frye (1957)18 classified narrative into 4 genres -comedy, romance, tragedy and satire. Plummer 

(1995) described basic plots as 1) taking a journey; 2) engaging in a contest; 3) enduring 

suffering; 4) pursuing consummation; and 5) establishing a home.19Gee (1991) added rhythmic 

poetic structure to these narrative tools.20 

Squire et al. (2013)21 highlight the historical contradictions in the 2 main post-war narrative 

traditions, “the antecedents to contemporary narrative social research”:  

 

                                                           
17Michael Murray, Chapter 6, “Narrative Psychology and Narrative Analysis”, Qualitative Research in Psychology: 
Expanding Perspectives in Methodology and Design, Ed. Camic et al., 2003 at p.105 
 
 
 
18 Ibid Murray at p.105 citing Frye, Anatomy of Criticism, Princeton, NJ, Princeton University Press, 1957. 
 
19 Ibid Murray at p.105, citing Plummer, K., “Telling sexual stories: power and change and social worlds, London: 
Routledge (1995). 
 
20 Ibid Murray at p.105, citing Gee, J.P., “A linguistic approach to narrative”, Journal of Narrative and Life History,1, 
1991, at pp15-39. 
 
21 Corinne Squire, Molly Andrews and Maria Tamboukou, Introduction, “What is Narrative Research?” 2013; 
http://roar.uel.ac.uk/3469/1/2013_Doing_narrative_research-intro.pdf 
 

http://roar.uel.ac.uk/3469/1/2013_Doing_narrative_research-intro.pdf
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“……commonly located in two parallel academic moves (Andrews et al., 2004; Rustin, 2000).1 
The first is the post-war rise of humanist approaches within western sociology and psychology. 
These approaches posed holistic, personcentred approaches, often including attention to 
individual case studies, biographies and life histories, against positivist empiricism (Bertaux, 
1981; Bruner, 1990; Polkinghorne, 1988; Sarbin, 1986). The second academic antecedent to 
contemporary narrative social research is Russian structuralist and, later, French 
poststructuralist (Barthes, 1977; Culler, 2002; Genette, 1979; Todorov, 1990), postmodern 
(Foucault, 1972; Lyotard, 1984), psychoanalytic (Lacan, 1977) and deconstructionist (Derrida, 
1977) approaches to narrative within the humanities.” 

 
The authors emphasise the latter movement towards the influence of social context, power 

relations and “narrative fluidity and contradiction, with unconscious as well as conscious meanings  

(Parker, 2003; Tamboukou, this volume). In this tradition, the storyteller does not tell the story, so much 

as she/he is told by it.” 

 

They identify the challenges of undertaking research on narratives given that not only is the 

definition still disputed but, by contrast with content and theme analyses and structure, there is 

little in the way of guidance as to how to analyse the data itself: 

“…..unlike other qualitative research perspectives, narrative research offers no overall 
rules about suitable materials or modes of investigation, or the best level at which to 
study stories. It does not tell us whether to look for stories in recorded everyday speech, 
interviews, diaries, photographs, tv programmes, newspaper articles or the patterned 
activities of people’s everyday lives; whether to aim for objectivity or researcher and 
participant involvement; whether to analyse stories’ particularity or generality; or what 
epistemological or ontological significance to attach to narratives.”22 

 
Their rationale for continuing to attempt such analysis is not just to investigate the “how” of 

structure and ‘mechanics’ but the “who” and “what” of sources and methods of production, 

their transportation to audiences, the privileging of one narrative over another and their 

ultimate impact.23 They conclude that narrative gives expression to the ever-evolving internal 

maps of both events and experience. However, there is, according to the authors, a third form 

of narrative research: “co-constructed narratives” which are dialogues rather than simply event-

based or internal experience. The Foucauldian basis of their research emphasises not only the 

                                                           
22 Ibid at pg.1. 
 
23 Ibid at p.1. 
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interactive relationship between internal and social sources of narrative but the reciprocal 

impact and effect of language/cognitive representations aka narrative on the socio-cultural 

context. 

 

Narrative warfare therefore deals with effects and not just with structure and themes. 

Construction gives way to effectiveness and influence. 

 

 
iii. Thematic analysis  

 
 Braun & Clarke (2006)24 argued that thematic analysis in psychology that searches for themes 

and patterns “offers an accessible and theoretically-flexible approach to analysing qualitative 

data.” The pitfalls of the method are summarised as: 1) failure to actually conduct analysis but 

simply regurgitating strings of narrative without making sense of them; 2) failure to locate 

thematic patterns in addition to identifying a series of themes; and 3) ‘anecdotalism’. They 

conclude that most problems encountered are due to poorly conducted research which can be 

mitigated by a rigorous matchup between theory and method:  

 

“rigour lies in devising a systematic method whose assumptions are congruent with the 
way one conceptualises the subject matter” (Reicher & Taylor, 2005: 549).”25 

 
This form of analysis is just as relevant to the analysis of disinformation narratives and counter 

narratives. 

 

iv. Content Analysis 

                                                           
24 Virginia Braun, and Victoria Clarke, “Using thematic analysis in psychology”, Qualitative Research in Psychology, 
3 (2), 2006 at pp. 77-101. ISSN 1478-0887 Available from: http://eprints.uwe.ac.uk/11735; The publisher’s URL is: 
http://dx.doi.org/10.1191/1478088706qp063oa; Qualitative Research in Psychology is available online at: 
http://www.informaworld.com/smpp/content~db=all~content=a795127197~frm=titlelink 
 
 
25 Ibid at p.28. 
 

http://eprints.uwe.ac.uk/11735
http://dx.doi.org/10.1191/1478088706qp063oa
http://www.informaworld.com/smpp/content~db=all~content=a795127197~frm=titlelink
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Entman26 emphasised that it is the “salience” of the frames or “clusters of messages” in a text 

that is vital to consider when doing a content analysis. Otherwise, a more mechanical analysis 

of the text (that makes facts equivalent in weight), will fail to identify the dominant slant that 

the audience receives. He also advocated that the biases inherent in framing, priming and 

agenda-setting should be identified as “tools of power” in a content analysis: 

“informed by explicit theory linking patterns of framing in the media text to predictable priming 
and agenda‐setting effects on audiences. When unmoored by such underlying theory, measures 
and conclusions of media bias are suspect.”27 

Failure to do so means losing control of the narrative. 

 

Smith (2000)28 asserted that content analysis of both verbal and written material can be done 

and can include the study of propaganda and psycholinguistics.29 He identified the field of 

communications research as the one in which content analysis is used most citing the research 

summaries of Berelson (1954), Holsti (1969) and Krippendorff (1980) into propaganda 

techniques and  

“f. the intentions and psychological states of persons and groups; and  
g. the attitudes, interests, and values of media audiences”.30  

 

He categorised the analysis of communications into 3 parts –  

a) “substantive or formal characteristics”; 

 b) “inferences about the characteristics and intentions of communicators”; and  

 c) inferences about content and its effect on, or the characteristics of its recipients”. 

                                                           
26 Ibid at p. 
 
27 Robert M. Entman, “Framing bias: Media in the distribution of power,” Journal of Communication 57(1), 2007, at 
pp.163-173; 
 
28 Charles P. Smith, Chapter Twelve: “Content Analysis and Narrative Analysis”, from Reis, T., and C. Judd (Eds.), 
Handbook of Research Methods in Social and Personality Psychology, Cambridge University Press, 2000 at p.313;  
http://www.webpages.uidaho.edu/css506/506%20Readings/Smith%202000.pdf 
 
29 Ibid at pp. 315-316. See Table 12.1 (social) at p.316. 
 
30 Ibid at p.316. 
 

http://www.webpages.uidaho.edu/css506/506%20Readings/Smith%202000.pdf
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He describes the step by step process of content analysis (see Appendix 2).31 
 

v. Counter Narrative Design/Building:32 

A repeated refrain of researchers is that more studies are needed to develop effective 

alternative and counter-narrative models. A meta-model model of both alternative and 

counter-narratives may need to be investigated for its efficacy to streamline and expedite such 

studies. ‘Reinventing the wheel’ each time is inefficient and global responses are currently 

being ‘back-footed’ by Russian troll farms who have developed effective and flexible narrative 

models that can be tailor-made for individuals. A meta-model is provided as a starting point 

only at Appendix I. 

 Examples: United States: Narrative Builders33; Europe: Radical Awareness Network:34  

 

                                                           
31 Ibid at p.318. 
 
32 

1. Project Narrative: Ohio State University, 

 

2. Narrative Builders, https://www.narrativebuilders.com/building-narratives/ 

 

 

3. RAN (Radicalisation Awareness Network), Europe. 

 

4. Kurt Braddock and John Horgan. 2015. "Towards a Guide for Constructing and Disseminating Counter-
Narratives to Reduce Support for Terrorism." Studies in Conflict & Terrorism 39 (November): 381-404; 
https://www.tandfonline.com/doi/abs/10.1080/1057610X.2015.1116277; downloaded 3 October 2018; 
http://journals.sfu.ca/jd/index.php/jd/article/view/43/38 

 
33  
 
34 Radicalisation Awareness Network (RAN). (2017). RAN C&N ex post paper meeting 'How to measure the impact 
of your online counter or alternative narrative campaign'; 
https://ec.europa.eu/homeaffairs/sites/homeaffairs/files/docs/pages/201702_ran_how_to_measure_impact_of_
online_campaign_en.pdf 
  

https://www.narrativebuilders.com/building-narratives/
https://www.tandfonline.com/doi/abs/10.1080/1057610X.2015.1116277
http://journals.sfu.ca/jd/index.php/jd/article/view/43/38
https://ec.europa.eu/homeaffairs/sites/homeaffairs/files/docs/pages/201702_ran_how_to_measure_impact_of_online_campaign_en.pdf
https://ec.europa.eu/homeaffairs/sites/homeaffairs/files/docs/pages/201702_ran_how_to_measure_impact_of_online_campaign_en.pdf
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The key arguments utilised in the 2015 RAN Issue Paper35are directed at counter-narratives for 

terrorists. However, they are, arguably, equally applicable for Russian Disinformation counter 

narratives for the same reasons:  

• “Large gap between the volume and quality of counter- and alternative narrative 
campaigns and the propaganda machine of ISIL and other extremist groups.”  
 

• The primary obstacle to producing more and better-quality counter- and alternative 
narratives is the lack of government, civil society and industry partnerships that are 
productive, sustained and long-term – with proportionate levels of resource.  
 

•  One of the solutions is to create innovative funding models and structures that combine 
government resources with support and expertise from tech, social media, and 
advertising companies to support civil society practitioners and grassroots networks in a 
manner that is sustained and long-term, with creative freedom and rigorous 
measurement.  
 

• Governments have the resources and motivation to fund counter-narrative campaigns. 
They can encourage partnerships between civil society and industries, such as tech and 
social media. Existing funding mechanisms at EU and national level should be leveraged 
to a maximum to support such partnership initiatives. Here, the EU RAN CoE could 
provide an important platform for innovative solutions between government, industry 
and CVE practitioners.”  

 

E. ‘Weaponised’ Narratives36  

                                                           
35 Authors: Institute for Strategic Dialogue in cooperation with RAN Centre of Excellence, RAN ISSUE PAPER 
Counter Narratives and Alternative Narratives, October 2015 at p.2. 
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-
do/networks/radicalisation_awareness_network/ran-papers/docs/issue_paper_cn_oct2015_en.pdf 
 
36  
1.  The ‘Weaponisation’ of the Internet and Social Media: The Weaponized Narrative Initiative, Arizona State 

University; https://weaponizednarrative.asu.edu/ 
 
2. Russian “Troll Factory” created by the Internet Research Agency (IRA) by their american department for 

the 2016 election: https://slate.com/technology/2018/02/what-we-know-about-the-internet-research-
agency-and-how-it-meddled-in-the-2016-election.html 

 
3. How to Spot a Russian Bot: https://medium.com/dfrlab/botspot-twelve-ways-to-spot-a-bot-

aedc7d9c110c 

https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-papers/docs/issue_paper_cn_oct2015_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-papers/docs/issue_paper_cn_oct2015_en.pdf
https://weaponizednarrative.asu.edu/
https://en.wikipedia.org/wiki/Internet_Research_Agency
https://slate.com/technology/2018/02/what-we-know-about-the-internet-research-agency-and-how-it-meddled-in-the-2016-election.html
https://slate.com/technology/2018/02/what-we-know-about-the-internet-research-agency-and-how-it-meddled-in-the-2016-election.html
https://medium.com/dfrlab/botspot-twelve-ways-to-spot-a-bot-aedc7d9c110c
https://medium.com/dfrlab/botspot-twelve-ways-to-spot-a-bot-aedc7d9c110c
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The ‘weaponisation’ of the internet and social media37 offers both opportunities and significant 

challenges in the information war. Getting academic access to campaigns at the 

military/governmental level for study outside of military universities may be difficult depending 

on level of security clearance.  But the West must respond to these opportunities and 

challenges as Russia makes use of and exploits them very effectively via the following 

strategies: manipulation, misleading, distraction and confusion of public opinion. Russian trolls 

are very well-prepared specialists in internet communication; these utilise high quality cheap 

techniques and engage in a wide spectrum of activities using cyber, social media, bots and trolls 

and the internet. Facing this hostile and organised Russian propaganda, the West has to 

respond and consistently increase the resources it currently applies in order to strengthen its 

own strategic communication potential and effectiveness which is lagging. “Fighting fire with 

fire” and increasing the usage of mechanised bots is typical counsel of military-based narrative 

strategists. 

 

F. Resilience Narratives 

                                                           
4. Troll Tracker: https://medium.com/dfrlab/trolltracker-facebook-uncovers-active-influence-operation-

74bddfb8dc06 

5.  Robert Finklstein, Tutorial: Military Memetics,” presented at Social Media for Defense Summit, 2011; 
https://ia800407.us.archive.org/17/items/MilitaryMemetics/MilitaryMemetics.pdf 

 
Cited in “Memes that Kill: the Future of Information Warfare”, CBInsights, 3 May 2018; at Final Thoughts: 

“The future of combating information warfare is uncertain but hopeful. The powerful cohort of DARPA, 
corporations, startups, non-profits, and universities are all making progress in the long-term fight against 
information warfare.” 
https://www.cbinsights.com/research/future-of-information-warfare/ 
  

6. Present & Future Influence Ops & AI: Podcast: “The Influence Machine: Hacking Deterrence with 
Automated IO”; Speaker: Major C.Telley, Naval Postgraduate School; Date: 15 August 2018; 1:35/7:59 
180815-Telley-SMA-General-Website-Safe180815-Telley-SMA-General-Website-Safe180815-Telley-SMA-
General-Website-Safe180815-Telley-SMA-General-Website-Safe180815-Telley-SMA-General-Website-
Safe180815-Telley-SMA-General-Website-Safe https://nsiteam.com/the-influence-machine-hacking-
deterrence-with-automated-io/ 

 
 
37 P.W. Singer and Emerson Brooking, “Social Media is Revolutionizing Warfare”, The Atlantic, 2 October 2018; 
https://www.theatlantic.com/international/archive/2018/10/likewar-internet-new-intelligence-age-flynn/571903/ 

https://medium.com/dfrlab/trolltracker-facebook-uncovers-active-influence-operation-74bddfb8dc06
https://medium.com/dfrlab/trolltracker-facebook-uncovers-active-influence-operation-74bddfb8dc06
https://ia800407.us.archive.org/17/items/MilitaryMemetics/MilitaryMemetics.pdf
https://www.cbinsights.com/research/future-of-information-warfare/
https://nsiteam.com/the-influence-machine-hacking-deterrence-with-automated-io/
https://nsiteam.com/the-influence-machine-hacking-deterrence-with-automated-io/
https://www.theatlantic.com/international/archive/2018/10/likewar-internet-new-intelligence-age-flynn/571903/


 

11 
 

Psychologists such as Lewandowsky et al.38 have identified resilience narratives as highly 

effective strategies. 

G. The Deconstruction of Weaponised and Resilience Narratives: 

Using the Lewandowsky model39 applied to both weaponised and resilience-building narratives:  

“in deconstructing and testing such narratives, there are several parts that interlock with 
variables such as”:  

1. Target audience: targeting hostile actors or community-building? 

 

2. Context: terrorist or subversive? 

 

3. Structure and style: semiotics40 and magical realism provide quantum leaps to and 

from reality and fantasy making these tools flexible for creative narratives that can 

address an inter-cultural and inter-ethnic space; learnable and non-learnable writing 

skill-sets; 

4. Themes and memes: weaponised41 or resilience-building? 

 

5. Content that stimulates and engages;  

 

6. Affect and tone: 

                                                           
38 Ibid Lewandowsky et al. 
 
39 Ibid. 
 
40 Christine Keating, “Freeing the Feminine Identity: The Egg as Transformative Image in the Magical Realism of 
Angela Carter and Margaret Atwood”, pp.19-26; 
https://www.academia.edu/13708441/_Freeing_the_Feminine_Identity_The_Egg_as_Transformative_Image_in_t
he_Magical_Realism_of_Angela_Carter_and_Margaret_Atwood_ 
 
41 Robert Finklstein, Tutorial: Military Memetics,” presented at Social Media for Defense Summit, 2011; 
https://ia800407.us.archive.org/17/items/MilitaryMemetics/MilitaryMemetics.pdf 
 
 Cited in “Memes that Kill: the Future of Information Warfare”, CBInsights, 3 May 2018; at Final Thoughts: 
“The future of combating information warfare is uncertain but hopeful. The powerful cohort of DARPA, 
corporations, startups, non-profits, and universities are all making progress in the long-term fight against 
information warfare.” 
https://www.cbinsights.com/research/future-of-information-warfare/ 
 

https://www.academia.edu/13708441/_Freeing_the_Feminine_Identity_The_Egg_as_Transformative_Image_in_the_Magical_Realism_of_Angela_Carter_and_Margaret_Atwood_
https://www.academia.edu/13708441/_Freeing_the_Feminine_Identity_The_Egg_as_Transformative_Image_in_the_Magical_Realism_of_Angela_Carter_and_Margaret_Atwood_
https://ia800407.us.archive.org/17/items/MilitaryMemetics/MilitaryMemetics.pdf
https://www.cbinsights.com/research/future-of-information-warfare/
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7. Weaponised: sarcasm, aggressive tone and put-downs etc.; 

Resilience-building: empathy, subversive humour, irony, positive messaging and 

affirmations;  

 

8. Visual messaging:42 visual propaganda; 

 

9. Effectiveness:  analysis of the effectiveness of sample narratives from various 

sources. 

 

RAN GAMMA+ Model 

Utilising the (Goal, Audience, Message, Messenger, Media, Action plus Monitoring and 

Evaluation).43 Key findings are as follows: See Appendix for expanded form. 

1. Do no harm; don’t spread propaganda.44 

2. Backfire effect/ Quantity of messages.45 

3. Do no harm; don’t spread propaganda46 

                                                           
42 Tom Bryder, CONCEPTUAL ELEMENTS FOR A THEORY OF VISUAL POLITICAL PROPAGANDA. Psicología Política, Nº 
37, 2008, 101-117; https://www.uv.es/garzon/psicologia%20politica/N37-6.pdf 
 
43  Ibid RAN Centre of Excellence ISSUE PAPER, RAN guidelines for effective alternative and counter-narrative 
campaigns (GAMMMA+), 31/12/2017. 
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-
do/networks/radicalisation_awareness_network/about-ran/ran-c-and-
n/docs/ran_cn_guidelines_effective_alternative_counter_narrative_campaigns_31_12_2017_en.pdf 
 
See also: Radicalisation Awareness Network (RAN). (2017). RAN C&N ex post paper meeting 'How to measure the 
impact of your online counter or alternative narrative campaign'. Retrieved from 
https://ec.europa.eu/homeaffairs/sites/homeaffairs/files/docs/pages/201702_ran_how_to_measure_impact_of_
online_campaign_en.pdf 
 
 
44 R. Hornik, L. Jacobsohn, R. Orwin, A. Piesse, & G. Kalton, “Effects of the national youth anti-drug media campaign 
on youths”, American Journal of Public Health, 98(12), 2008, at pp.2229-2236; 
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC263654 1/ 

 
45 Cook, J., & Lewandowsky, S. (2011). The Debunking Handbook. St. Lucia, Australia: University of Queensland; : 
https://www.skepticalscience.com/docs/Debunking_Han dbook.pdf 
 
 
46 Chan, M. P. S., Jones, C. R., Hall Jamieson, K., & Albarracín, D. (2017). Debunking: a metaanalysis of the 
psychological efficacy of messages countering misinformation. Psychological science, 28(11), 1531-1546; 
http://journals.sagepub.com/doi/pdf/10.1177/09567976 17714579 
 

https://www.uv.es/garzon/psicologia%20politica/N37-6.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/about-ran/ran-c-and-n/docs/ran_cn_guidelines_effective_alternative_counter_narrative_campaigns_31_12_2017_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/about-ran/ran-c-and-n/docs/ran_cn_guidelines_effective_alternative_counter_narrative_campaigns_31_12_2017_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/about-ran/ran-c-and-n/docs/ran_cn_guidelines_effective_alternative_counter_narrative_campaigns_31_12_2017_en.pdf
https://ec.europa.eu/homeaffairs/sites/homeaffairs/files/docs/pages/201702_ran_how_to_measure_impact_of_online_campaign_en.pdf
https://ec.europa.eu/homeaffairs/sites/homeaffairs/files/docs/pages/201702_ran_how_to_measure_impact_of_online_campaign_en.pdf
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC263654%201/
https://www.skepticalscience.com/docs/Debunking_Han%20dbook.pdf
http://journals.sagepub.com/doi/pdf/10.1177/09567976%2017714579
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4. Beliefs and identity47 

5. Moral reframing48 

6. Identity and values49 

7. Narrative persuasion and transport50  

8. Theory of change51  

9. Delivering new narratives52 

10. Target audience, disruption and quantity of alternative narratives and counter-

narratives53  

11. Uncertainty and authoritarian attitudes54  

                                                           
 
47 Kaplan, J. T., Gimbel, S. I., & Harris, S. (2016). Neural correlates of maintaining one’s political beliefs in the face of 
counterevidence. Scientific reports, 6, 39589; https://www.nature.com/articles/srep39589 
 
 
48 M. Feinberg, & R. Willer, “From gulf to bridge: When do moral arguments facilitate political influence?” 
Personality and Social Psychology Bulletin, 41(12), 1665-1681; 'From Gulf to Bridge: When Do Moral Arguments 
Facilitate Political Influence?' 
 
 
49 S. Atran, A. Gómez, L. López Rodríguez, H. Sheikh, J. Ginges,  L. Wilson, H. Waziri, A. Vázquez & R. Davis, “The 
devoted actor’s will to fight and the spiritual dimension of human conflict”,  Nature Human Behaviour, 1(9), 2017, 
at p. 673; https://www.nature.com/articles/s41562-017-0193-3 
 
 
50 Melanie C. Green & K. Fitzgerald, “Transportation Theory Applied to Health and Risk Messaging”, Oxford 
Research Encyclopedia of Communication, 2017; 'Transportation Theory Applied to Health and Risk Messaging'. 
 
51 Theories of Change, Policy Brief, The Alliance for Peacebuilding (AfP), 2015; : 
http://www.allianceforpeacebuilding.org/site/wpcontent/uploads/2015/03/FINAL-Theories-of-Change-inPB.pdf 
 
 
52 A. Beutel, S. Weine, A.  Saeed, A.  Mihajlovic, A. Stone, J.  Beahrs & S. Shanfield,” Guiding Principles for 
Countering and Displacing Extremist Narratives”, Journal of Terrorism Research, 7(3), 2016; 'Guiding Principles for 
Countering and Displacing Extremist Narratives' 
 
 
53 Ibid European Parliament Policy Department for Citizens’ Rights and Constitutional Affairs. (2017). Countering 
Terrorist Narratives. PE 596.829. 
 
54 Rieger, D., Frischlich, L., & Bente, G. (2017). Propaganda in an insecure, unstructured world: How psychological 
uncertainty and authoritarian attitudes shape the evaluation of right-wing extremist internet propaganda. Journal 
for Deradicalization, (10), 203-229; http://journals.sfu.ca/jd/index.php/jd/article/view/88 
 

https://www.nature.com/articles/srep39589
https://www.nature.com/articles/s41562-017-0193-3
http://www.allianceforpeacebuilding.org/site/wpcontent/uploads/2015/03/FINAL-Theories-of-Change-inPB.pdf
http://journals.sfu.ca/jd/index.php/jd/article/view/88
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G. YARNS (Yeasty Affirmative Resilience Narratives)55 

Compelling and engaging narratives with particular structural elements that stimulate readers 

have been found to be most effective (see Appendix 5). 

This approach might suffer from a perception or bias against its “positivity”. It might be seen as 

an ineffective soft option. Further testing is required to assess whether that is in fact the case. 

However, it should not be too difficult to gain access to samples from the mid-level of civil 

society and public awareness campaigns. The sampling and analysis techniques undertaken by 

marketing experts may be invaluable.56 

Finally, the problems identified by Reed, Ingram and Whittaker,57 that of scope, ambiguity and 

variety of audiences, contexts and messages, may be overcome with the formulation of a meta-

model58 that applies to all contexts.  

 

Conclusion: 

“talent and genius operate outside the rules, and theory conflicts with practice”: Carl von 

Clausewitz 

 

1. There is a need for strategic narratives as an effective tool for defence against 

Information and Narrative Warfare;  

2. Their re-prioritisation as an effective tool is urgent;  

3. How they can best be crafted for what purpose and contexts is not well understood so 

further experimental research is needed;  

                                                           
55 Acronym YARNS (“yeasty affirmative resilience narratives”); ‘yeasty’ is the special ingredient X or spark of 
creativity that makes the story “rise” when populations are being undermined. The goal is to make citizens of 
threatened democracies ‘rise’, expand their knowledge, assert their values and become more resilient. 
 
Copyright asserted by the author of this paper Pamela Williamson.  
 
56 Ibid Narrative Builders 
 
57 Ibid Reed, Ingram and Whittaker at p.10. 
 
58 See Appendix 1. 
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4. Research into counter-narratives for terrorism may be a guide for structuring Russian 

disinformation counter narratives as their structures are similar in certain ways with key 

differences; 

5. Interdisciplinary research and active collaboration is required; 

6. An inter-country action plan and hub is needed to coordinate strategic communications 

within the bounds of country security concerns. 

It might be cynically suggested that narratives are mere propaganda or some other derisive 

description that serve only to manipulate people towards particular political agendas. If utilised 

unethically they are certainly capable of being so. What has been lacking until recently is a Code 

of Ethics for online platforms for countering online disinformation. This has just been rectified 

by the European Commission with the release of a self-regulated Code of Practice.59 

There has been wide advocacy in the literature for not only the “cross-pollination” of research 

but also for increased investment in studies that deconstruct narrative effectiveness, identify 

what is a complete narrative strategy and connect it with advanced cyber warfare and AI 

initiatives to counteract the mechanisation of Information Warfare and Influence Operations by 

adversaries. It is a natural evolution of theory-building in this relatively new field to examine 

whether a meta-model would be helpful in synthesising various alternative and counter-

narrative models developed in parallel. Two of the 3 elements of Elegant Theory, simplicity and 

importance (but not predictive accuracy), are addressed. Karl Popper’s ‘falsifiability’60 and 

predictive accuracy will need to wait until empirical research is completed. 

A.  Theoretical Value 

(a) An examination of the theories of structural, thematic, and content analysis and 

the semiotics of narrative has been attempted.  

                                                           

59 Statement by Commissioner Gabriel on the Code of Practice on Online Disinformation, Brussels, 26 September 
2018; http://europa.eu/rapid/press-release_STATEMENT-18-5914_en.htm 

Code of Practice: https://ec.europa.eu/digital-single-market/en/news/code-practice-disinformation 

60 Karl Popper, 
 

http://europa.eu/rapid/press-release_STATEMENT-18-5914_en.htm
https://ec.europa.eu/digital-single-market/en/news/code-practice-disinformation
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(b)  A proposal for the content analysis of the deconstructed components of both 

terrorist and Russian disinformation counter narratives has been advanced. 

 [Important Note: since this paper was completed in October 2018 a study has 

been released in June 2019. The article presents a content analysis of the 

Russian mass media regarding coverage of events in the Eastern Ukraine and 

Crimea, identifies main methods, models of propaganda, provides examples of 

disinformation based on analytical and search services. Monitoring and content 

analysis has been carried out on the basis of ten Russian Internet Sources on the 

beginning of 2019.]61  

I am publishing the conclusion in full: 

“During the study of Russian propaganda on events in the East of Ukraine and Crimea, 
we come to the following conclusions: propaganda and disinformation is global in scope 
and is spread across two levels: 1) between Ukrainians and Russians to incite hostility 
between them. This is confirmed by the leading false idea on the Russian new media that 
Ukrainians are oppressing the Russian-speaking population, all-Ukrainianization is 
taking place, and the authorities have been seized by the nationalists who have brought 
the country to poverty. Instead, Novorossiya needs help from Putin and people want to 
join Russia; 2) impact on the international audience, which does not always have a 
definite point of view on this issue. For example, the television network RT, formerly 
known as Russia Today, has information internet portals in six languages (Russian, 
English, German, French, Arabic, Spanish) and offers biased (with a single point of view), 
inequitable information about Ukraine and others post-Soviet countries. The publication 
in the Russian version has an appropriate heading (Former USSR). The Internet 
publication spreads to the international audience the relevant provocative contexts 
propagating the idea of Russophobia and Ukrainian nationalism, radicalism. Further 
research on Russian propaganda is needed to counteract and counter-propaganda of a 
"hybrid" war that continues in the information area as well as in the Eastern regions of 
Ukraine. Moreover, only the joint efforts of politicians, journalists and scientists in 
exposing the facts of disinformation by Russia will be able to demonstrate the real 
situation for the international community.” 

 

(c) A structural comparison of both types of narrative has been made against a 

model of effective narrative, 1.) to see to what extent the elements of both types 

                                                           
61 Ishсhuk, N. (2019). Russian new media propaganda about the events in the eastern Ukraine and Crimea. 
Fundamental and applied researches in practice of leading scientific schools, 31 (1), 71–76. ISSN 2313-7525. 
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of counter narrative match the narrative model ie whether they contain the 

complete elements or have deficits; and 2.) to see whether a beneficial crossover 

between terrorist and disinformation counter narratives is possible so that a 

meta-model can be formulated. 

(d)  Neither qualitative or quantitative research has been undertaken but the paper 

contains some preliminary background for such studies including the key steps in 

a structural and content analysis of various narratives.62It relies instead on thick 

description of a range of narrative types and the different contexts to which each 

narrative type (or some combination) can connect. Existing theory (narrative, 

political, military, psycho-social and methodological) can illuminate the process 

which lends itself to a wide scope of interdisciplinary theory.  

(e) The concept of ‘non-material realism’63 is offered as an attempt to formulate an 

extension of the (arguably) out-dated realist political theory as a possible basis 

for the political theoretical umbrella of counter narrative research. 

(f) The Strategic Narrative Meta-Model 64 advanced by the author serves as a 

conceptual unifier of these models (see Appendices 2-6) by extrapolating or 

“filtering” their common structural elements. The meta-model will enable the 

future compliance of other related relevant models. This is important for several 

reasons: 

 i.  speed, parsimony and ease of use:  no need to ‘reinvent the wheel’; 

ii.  streamlining and synthesising disparate but related research models 

developed in parallel and often without cross-reference to the other; 

                                                           
62 Ibid Smith at Appendix  
 
63 Copyright author 
 
64 Copyright author. 
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iii.  a type of ‘clearinghouse’ that brings together and simplifies different 

branches of research and discipline so that learning can be expedited. 

 

B.  Practical Value: Present and Future Influence Operations 

 

i. Applicability: 

It has not been until this year that there has been a scholarly research finding (Communications 

scholar Jamieson 2018)65 that Russia “probably” had an impact on the outcome.  Her findings 

beg the questions, to what extent should media outlets be accountable to society by 

regulation66? Do they have a major role and responsibility to post stories that warn of foreign 

influences? If Western democracies cannot afford to allow the weaponisation of media to 

progress unchallenged and unchecked, these questions require further study. It is timely and 

necessary to re-examine and clarify the role of the media in a democracy, to what extent has it 

been weakened, to what extent has its relentless search for profit weakened democracy, what 

part should media be required to play to strengthen it and how will that be achieved. 

ii. Future Influence Operations & AI:67 

                                                           
65 Kathleen Hall Jamieson, Cyberwar: How Russian Hackers and Trolls Helped Elect a President - What We Don't, 

Can't, and Do Know, 2018. 

 
66 An example: Code of Practice: https://ec.europa.eu/digital-single-market/en/news/code-practice-

disinformation; 

Statement by Commissioner Gabriel on the Code of Practice on Online Disinformation, Brussels, 26 September 
2018; http://europa.eu/rapid/press-release_STATEMENT-18-5914_en.htm 

 
67 Podcast: “The Influence Machine: Hacking Deterrence with Automated IO”; Speaker: Major C.Telley, Naval 
Postgraduate School; Date: 15 August 2018; 1:35/7:59 180815-Telley-SMA-General-Website-Safe180815-Telley-
SMA-General-Website-Safe180815-Telley-SMA-General-Website-Safe180815-Telley-SMA-General-Website-
Safe180815-Telley-SMA-General-Website-Safe180815-Telley-SMA-General-Website-Safe https://nsiteam.com/the-
influence-machine-hacking-deterrence-with-automated-io/ 

https://ec.europa.eu/digital-single-market/en/news/code-practice-disinformation
https://ec.europa.eu/digital-single-market/en/news/code-practice-disinformation
http://europa.eu/rapid/press-release_STATEMENT-18-5914_en.htm
https://nsiteam.com/the-influence-machine-hacking-deterrence-with-automated-io/
https://nsiteam.com/the-influence-machine-hacking-deterrence-with-automated-io/
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In future innovative military personnel may be concentrating on and counting on automation to 

deal with the flood of disinformation. The emphasis of this paper however is on Intellectual 

Property and Information Technology and Artificial Intelligence. Neither IT or AI are 

autonomous (yet) and require a mindset to direct them that fully encompasses empathy, 

compassion, and comprehension of values, mission and the function of properly- targeted types 

of narrative. 

 

C. RAND Study (2017) 

A recent US-commissioned RAND study68 has examined political warfare by both state and non-

state adversaries today. The authors’ recommendation was there be changes in approach to all 

types of warfare to address threats short of conventional warfare ie asymmetric hybrid 

strategies. 

The key arguments utilised in the 2015 RAN Issue Paper69are directed at counter-narratives for 

terrorists. However, they are, arguably, equally applicable for Russian Disinformation counter 

narratives for the same reasons:  

• “Large gap between the volume and quality of counter- and alternative narrative 
campaigns and the propaganda machine of ISIL and other extremist groups.”  
 

• The primary obstacle to producing more and better-quality counter- and alternative 
narratives is the lack of government, civil society and industry partnerships that are 
productive, sustained and long-term – with proportionate levels of resource.  
 

•  One of the solutions is to create innovative funding models and structures that combine 
government resources with support and expertise from tech, social media, and 

                                                           
68 RAND Arroyo Center, “Modern Political Warfare: Current Practices and Possible Responses” 
The study was produced as the deliverable for an Army project titled “Theory and History of Political Warfare 
(POLWAR) 
 
 
69 Authors: Institute for Strategic Dialogue in cooperation with RAN Centre of Excellence, RAN ISSUE PAPER 
Counter Narratives and Alternative Narratives, October 2015 at p.2. 
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-
do/networks/radicalisation_awareness_network/ran-papers/docs/issue_paper_cn_oct2015_en.pdf 
 

https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-papers/docs/issue_paper_cn_oct2015_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-papers/docs/issue_paper_cn_oct2015_en.pdf
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advertising companies to support civil society practitioners and grassroots networks in a 
manner that is sustained and long-term, with creative freedom and rigorous 
measurement.  
 

• Governments have the resources and motivation to fund counter-narrative campaigns. 
They can encourage partnerships between civil society and industries, such as tech and 
social media. Existing funding mechanisms at EU and national level should be leveraged 
to a maximum to support such partnership initiatives. Here, the EU RAN CoE could 
provide an important platform for innovative solutions between government, industry 
and CVE practitioners.”  
 

 

D.  The Tension between Military and Political Leaders 

"A commander-in-chief need not be a learned historian nor a pundit, but he must be 
familiar with the higher affairs of state and its innate policies; he must know current 
issues, questions under consideration, the leading personalities, and be able to form 
sound judgments.." - Carl von Clausewitz70 
 

Information Warfare (IW) and Information Operations (IO) strategies are not new. In 1993 a 
comprehensive strategy was released by the US Joint Chiefs of staff in a Memorandum of 
Policy:71  

“C2W was defined as containing these five pillars: Destruction • Deception 15 • 
Psychological Operations • Operations Security • Electronic Warfare”. 

 
US military theorists have been heralding the shift in the nature of both Information Warfare 

(IW) and Information Operations (IO)72 since IO commenced in 1996:73 

“IO is formally defined as "those actions taken to affect an adversary's information and 
information systems while defending one's own information and information systems." 

 

                                                           
70 Ibid NATIONAL WAR COLLEGE INSTRUCTORS' GUIDE, AY 2008: CLAUSEWITZ I & II at II.C.d. 
 
71 Ibid fn16 at pp14 and 15.  
 
72 “Information Operations: the Hard Reality of Soft Power”, Foreword Dan Kuehl, Information Resources 
Management College, National Defense University; at p.11:  
 http://www.iwar.org.uk/iwar/resources/jiopc/io-textbook.pdf 
 
73  Ibid at pp.12-13 (at p. 11) 
 

http://www.iwar.org.uk/iwar/resources/jiopc/io-textbook.pdf


 

21 
 

The findings and recommendations of the RAND study are increasingly of interest to the U.S. 

military, the U.S. State Department, those in the executive and legislative branches charged 

with national security policy responsibilities, allies and others tasking with improving US 

national security policy. The recent National Security Strategy (2017) and National Cyber 

Defence Strategy (2018) is opening an aperture for innovative counter-measures. However, US 

national security policy is in flux and somewhat unpredictable due to the inconsistencies of the 

current President. There is a significant need for much greater investment in “soft power” 

strategies by Governments to match let alone exceed the resources applied by Russia. The 

obtaining of State resources for large-scale studies, training and deployment (‘on the ground’ 

and across social media) of those with the necessary expertise to “weaponise” narrative and 

build narrative resilience in the information battlefield and at home, as well as of those tasked 

with deradicalization and reintegration, is an ongoing challenge. It is necessary to demonstrate 

the effectiveness of such “soft” strategies74 in order to persuade those with the power to (1) 

comprehensively apply significantly more resources to the narrative and counter-narrative 

tasks for a “complete narrative strategy” in Influence Operations, and 2, conduct further 

outcome studies.75   

Maley76 analysed state communications in the context of terrorism and found that opinion 

leaders could create an “information cascade” that could lead to the internal collapse of a 

regime. Utilising both Churchill and Hitler as examples, he considers that such a cascade could 

be triggered by credible strategic communications and counter narratives targeted at 

adversaries. This insight could usefully inform both terrorism and disinformation counter 

narratives. The use of mechanised bots is one way to trigger such a cascade, and the Russians 

have already shown the way. 

                                                           
74 Edwin L. Armistead et al., Joint Command, Control, and Information Warfare School (JCIWS) instructors at the 
Joint Forces Staff College (JFSC);  
 
 
75 See Bjorn Palmertz at fn 22 (?). 
 
76 Ibid Maley at p.12. 
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E.  Limitations 

i.  Explosion of Data and Information Overload 

There is no shortage of datasets and information to study. The scope of this paper has been to 

identify models that can be practically applied. 

 

ii.  Lack of security clearance 

I do not have one so no access to secret programmes or intelligence has been available. 

Therefore, I don’t know what I don’t know. At the very least I have pulled together the state of 

the art as far as open source and published research goes. It may be in future that civilians can 

obtain temporary short-term clearances or the fast-tracking of the process may become faster. 

 

FINAL WORD: 

“War is a fascinating trinity—composed of primordial violence, hatred, and enmity, which are to be 
regarded as a blind natural force; the play of chance and probability, within which the creative spirit is 
free to roam; and its element of subordination, as an instrument of policy, which makes it subject to pure 

reason."  -  Carl von Clausewitz 

 

The placing of this type of qualitative investigation eventually within quantitative research 

projects would be the ideal but the difficulties are immense given the obfuscation and 

deception strategies involved and the multiplicity of data. A platform is required nevertheless 

to assess which are the most potent narratives and whether the right narrative in the right 

context is being used. The comparison of contexts and the different types of counternarrative 

strategies utilised within them (from offensive and defensive “weaponised” narratives to 

YARNS would be a step forward in closing the knowledge gap. 

The great war philosopher Clausewitz (quoted throughout this paper) who helped defeat 

Napoleon (and, ironically, fought in the Russian army at one point), has highlighted the 
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difficulties that arise during the “fog of war”.77 Nowhere is this clearer than the “fog” of 

disinformation, misinformation that has been skilfully woven by the Kremlin to make up for its 

military and economic shortcomings.  

The era of “post-truth” is weakening the knowledge base and institutional knowledge of 

societies and creating a hall of mirrors-type confusion in populations. That has increased their 

susceptibility to the propaganda of hostile adversaries.  The challenges appear to lie in 

comprehending what drives people to be susceptible to anti-democratic propaganda, what 

narratives appeal and mobilise behaviour in certain directions and what do not. The evidence 

chain linking narratives and action is poorly studied. There is considerable speculation but the 

qualitative research showing actual effectiveness is not yet fully available - with some genuine 

exceptions. Populations under threat still do not have available to them easily accessible 

material on which to judge truth from fake news, a fact from a lie, and a half-truth from a 

genuine account. Journalism and social media are infected with differing accounts of any news 

story. The bias of the media towards dramatisation and personalisation does not provide 

perspective and objectivity to people in search of balance in their news. Short attention spans 

are being encouraged by sound bites and “fast-food” news. Analytical thinking is not within the 

grasp of many, so those delegated with that task – journalists and academics - are still talking to 

the elites who already have some measure of critical thinking. If disinformation is to be 

countered effectively, there needs to be education on an unprecedented scale starting in 

schools with civics lessons, lessons on media bias and training in the identification of fake news. 

There needs to be an increased focus on mass education and awareness campaigns at both civil 

society and governmental level. 

The building of community resilience and resistance to election interference, the undermining 

of faith in democratic institutions, other forms of misinformation and disinformation and the 

empowering of “values” resilience narratives or YARNS (arising from the grass-roots civil 

                                                           

77 Ibid Clausewitz  
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societies of democracies and disseminated by media technologies), may be the most 

sustainable and effective long-term strategy to counter Russian Influence Operations. In 

addition, weaponised approaches should target Russia’s vulnerable “centre of gravity”78 (to use 

a Clausewitzian term) - its civil society, repressed population, elites and key oligarchs with 

different messaging. 

A “complete narrative strategy” will have various options in the toolbox depending entirely on 

objectives and context. A preparedness to utilise innovative strategies and personnel may be 

the most effective approach to counter unpredictable non-traditional warfare strategies. YARNS 

that assert and affirm democratic values and norms in engaging ways could even be combined 

with strategic and influence narrative strategies that reach the Russian people. 

Passionate and committed “top-down/bottom up” whole-of-society resilience approaches, 

backed by coordinated and unequivocal messaging from world leaders, are likely to be effective 

in immunising populations from attacks on their identities and values, and the undermining of 

their faith in their own societies.  

‘Weaponised’ defensive entanglement in oppositional narratives may not neutralise overt and 

covert aggressors as much as YARNS or positive counter-narratives. Both may be necessary. It is 

likely that Clausewitz would approve given that his ultimate maxim is that war is a volatile 

mixture of “violent emotion, chance and rational calculation”.79   

 

 

 

 

 

 

                                                           
78 Ibid Clausewitz at I.3.7.f. 
 
79 Ibid. 
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         APPENDIX 1 

 

               STRATEGIC NARRATIVE META-MODEL 

       Information Warfare (IW)                                                    Influence Operations (IO) 

       Hard Power                                                                             Soft Power 

TERRORIST NARRATIVES                                                             RUSSIAN PROPAGANDA 

                           

                          GOVERNMENT-LEVEL STRATEGIC COMMUNICATIONS 

                                             Master Narrative 

 

 Offensive Narratives                     Community Resilience                

*Counter-narratives=designed by military                    *Alternative Narratives=civil society 

PSYOP          *YARNS 

     

Counter-Terrorism

Model

* Information War

* Influence Operations

Disinformation Model

* Influence Operations

* Information War

Military:  Counter-narratives*

Civil Society:  Alternative 
narratives

Military: Weaponised 
narratives/YARNS*

Civil Society:  Alternative 
narratives*

META-
MODEL

(Cyber/AI
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ELEMENTS OF NARRATIVE META-MODEL:80  

 Effective YARNS81 and Counter-Narratives82  

A hybrid amalgam of models83drawn from the fields of psychology, narrative theory, social 

science, political science research into terrorism alternative and counter-narratives, 

communications theory, and persuasion/propaganda models of disinformation counter-

messaging. 

SMART Goals and Objectives: disrupt, compete or confront adversary; narratives generating 

alternative and counter-narrative effects in alignment with the master narrative. 

YARNS (or alternative narratives) = compete obliquely; Counter-narratives = confront directly. 

• Audience, message, medium, context, messenger, messengers, media 

• Overall communication plan or meta-narrative: reflects major themes of messenger 
identity;  

• Audience: identify audience target; know the intentions and psychological states of 

persons and groups and the attitudes, interests, and values of media audiences; know 

identities, issues, socio-cultural status, roles, political and religious beliefs, emotions, 

preferences; attitudes and behaviour; know local political myths84. 

                                                           
80  Author asserts tm and copyright over Matrix Meta-Model concept: a hybrid extraction from and amalgam of 

models and effective narrative elements developed by the following sources:  

 
81 Author asserts tm and copyright 
 
82 For an excellent detailed analysis of the structure and content of counter-narratives see Jan-Jaap van Eerten, 
Bertjan Doosje, Elly Konijn, Beatrice de Graaf & Mariëlle de Goede, University of Amsterdam, 
September 2017, at 4.3.1 at pp.48-73; https://www.wodc.nl/binaries/2607_Volledige_Tekst_tcm28-286136.pdf 
For dissemination see 4.4.3 at p.74; Conclusion at 115: 
“Another potential future direction might be to examine what happens to narratives and counter-narratives in a 
virtual world running computer simulations, for example in terms of social network analyses. These simulations 
might inform us how narratives and counter-narratives might evolve in the long run. However, critically, in order to 
arrive at reliable estimates of such processes over time in computer simulations, we need to have a clear 
understanding of the most important factors at play in this context. At the moment, unfortunately, this 
understanding is far from complete. As such, such computer simulations may be fruitfully explored in a (near) 
future when this understanding is more advanced.” 
 
83 Grateful acknowledgement for the model structures and narrative elements incorporated into the ‘Matrix Meta-

Model’ to the following theorists and researchers cited elsewhere within this paper - Ritzmann and Meines (RAN 

Gamma+, Guidelines); RAN PVE model,  Paul and Matthews (RAND), European Parliament Policy Department for 

Citizens’ Rights and Constitutional Affairs, ISD, Project Narrative, Murray, Plummer, Narrative Builders, Hornik et 

al., Lewandowsky et al., Chan et al., Green and Fitzgerald, Kaplan et al., Feinberg and Willer, Atran et al., Braddock 

and Horgan, Charles L. Smith, Oliver Schmitt. 

 
84 Olivier Schmitt, “When are strategic narratives effective? The shaping of political discourse through the 
interaction between political myths and strategic narratives”, Center for War Studies, University of Southern 

https://www.wodc.nl/binaries/2607_Volledige_Tekst_tcm28-286136.pdf
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• Create alternate, legitimate narratives: ethical; exploit multiple identity issues 

(national, political, personal, social); single master narrative; meaning not truth; call to 

action; 

• Principles of online navigation: “transparency of online news, media and information 
literacy; empower users and journalists to foster a positive engagement with fast-
evolving information technologies; safeguard the diversity and sustainability of the news 
media ecosystem; promote continued research on the impact of disinformation”; 
increase flow of persuasive information; 

• Core narrative structure and style: formal characteristics; inferences about the 

characteristics and intentions of communicators; inferences about content and its effect 

on, or the characteristics of its recipients; 

• Content analysis: frame analysis, structures, forms and schemes that influence 

individuals’ interpretations of issues, facts, groups and ideas and ‘determine’ the choices 

people make; enables prediction of future actions; reconstruction of a country’s 

strategic and operational objectives; 

• Content creation: stimulating, engaging, relevant, credible messaging; unifying 

framework of explanations; clear, realistic and compelling mission purpose; themes and 

memes; target cultural norms and values as well as interests; have legitimacy; match 

cultural and public norms and values seen by relevant publics as justified; consistent 

presentation; visual messaging; learnable and non-learnable writing skill-sets;  

• Linguistic means: metaphors, idioms and labels to amplify images; 

• Affect and tone: simplicity, emotionally-satisfying appeal, authenticity; optimism; 

empathy, subversive humour, irony, positive messaging and affirmations; 

• Narrative hierarchy: why, how, offer, proof; 

• Rules of Intention: protect the targeted; motivate audience to take action; do not 

spread propaganda 

• Message alignment 

• Strength 

• Hybrid narratives (cross-cultural or internarrative85); 

• Digital: amplification; production budgets and schedules; 

• Manner of transmission: chain, high quantity; professional and sophisticated use of 

social media; bots; AI;  

• Monitoring and evaluation components: reliability and validity assessment; evaluate 

the measures taken by different actors and constantly adjust the necessary responses; 

qualitative and quantitative analysis;  

                                                           
Denmark, Odense, Denmark, Contemporary Security Policy, 2018; DOI: 10.1080/13523260.2018.1448925 To link to 
this article:  https://doi.org/10.1080/13523260.2018.1448925 
 
85 Ibid Maan . 
 

https://doi.org/10.1080/13523260.2018.1448925
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Flow Chart: Strategic Narrative Meta-Model of 2 Divergent Narrative Contexts in Influence 

Operations86  

    S.M.A.R.T. NARRATIVE GOAL  

Terrorism/PVE              Disinformation  

                                Master Narrative: meaning 

Compete/Confront                                            Disrupt/Compete  

         

                     Target Audience: context, roles, status, emotions, beliefs 

Disaffected________________ *_______________Democracies 

                           

Audience Identities                              Audience Identities 

                        

Radicalised/PVE____________________*_______________Elites/Non-Elites   

        

Narrative Type                  Narrative Type 

Counter-Narrative/ Resilience_________*_____________YARN/Counter-narrative 

- structure, means, content                                      -   structure, means, content 

Medium                       Medium 

Social Media______________________   *____________________MSM 

Information Technologies                                                                     Information Technologies 

 

Messenger Type                       Messenger Type 

Monitoring                                         Monitoring 

 

Evaluation Method                                                                      Evaluation Method 

                                                           
86 Author asserts tm and copyright 
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Research Studies ____________qualitative/quantitative___________ Research Studies   
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APPENDIX 2 

Model of Narrative Requirements:87 

A. Core Narrative:  

• breakdown into clauses 

•  abstract 

• orientation 

• central “complicating action” 

• evaluation 

• afterword 

• “grasp the interpretive orientation” 

•  issues that are included or left out (important to the meaning of the narrative) 

• 4 genres: comedy, romance, tragedy and satire 

• basic plots:  

1.taking a journey; 2. engaging in a contest; 3. enduring suffering; 4. pursuing 

consummation; and 5. establishing a home.88 

• rhythmic poetic structure89 

B. Hybrid Narratives Across Cultures90: 

C. Narrative Builders91 

                                                           
87 Project Narrative 

 https://projectnarrative.osu.edu/about/what-is-narrative-theory 

 
88 Ibid Murray at p.105, citing Plummer, K., “Telling sexual stories: power and change and social worlds, London: 
Routledge (1995). 
 
89 Ibid Murray at p.105, citing Gee, J.P., “A linguistic approach to narrative”, Journal of Narrative and Life History,1, 
1991, at pp15-39. 
 
90 https://english.appstate.edu/research/writing-between-cultures-study-hybrid-narratives-ethnic-literature-

united-states 

 
91 Narrative Builders, “How Narrative Warfare is a lot like digital marketing gone rogue, National Academy of 
Science Workshop, February 2018; 

https://projectnarrative.osu.edu/about/what-is-narrative-theory
https://english.appstate.edu/research/writing-between-cultures-study-hybrid-narratives-ethnic-literature-united-states
https://english.appstate.edu/research/writing-between-cultures-study-hybrid-narratives-ethnic-literature-united-states
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“a great narrative helps people connect to what you are saying emotionally and 

intellectually” 

Common Elements of Narrative Warfare and Digital Marketing 

1. Narrative Construction: stories differ from narratives; a structured master narrative is 

more efficient than many stories 

2. Digital Amplification: 

D. Narratives and Power- the 5 criteria 

“A Narrative is an interconnected set of beliefs that influence how we interpret the meaning of 
things”92  

• Presentation 

 

• Clarity 

 

• Resonance 

 

• Shareability 

 

• Organisation 

E. The Narrative Hierarchy 

1. Why: What is the big vision? Why does it matter? 

2. How: philosophy, methodology or point of view; 

3. Offer: What are you selling? What are you motivating them to do? 

4. Proof: trust, credibility and corroboration 

F. Marketing Experience Can Inform Methods 

Marketers: use narratives 

                                                           
 
Understanding Narratives for National Security Purposes: A Workshop, January 24, 2018, Decadal Survey of 
Social and Behavioral Sciences for Applications to National Security; 
 
92  https://www.narrativebuilders.com/wp-content/uploads/2018/02/Slide2-300x169.jpg 

 

https://www.narrativebuilders.com/wp-content/uploads/2018/02/Slide2-300x169.jpg
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Terrorists and Russian trolls: use toxic narratives (usually lies) 

Terrorists and Russian trolls: “have the intention of sowing discord and amplifying tensions 

in society” 

G. Mobilising Narrative: “GRU Information Ops look just like digital marketing” 

• Targeting: similar to “prospecting” for clients; Russian propagandists seek people with 

low cognition and low information 93who do not question information; political and 

media figures; those on the extremes with divisive views; 

• Align message: message aligning creates rapport and involves pacing people’s values, 

interests, vocabulary and imagery; 

• Strengthen: ROI of narrative strength assessment -see the 5 criteria; 

• Amplify: hiring trolls with fake identities and bot accounts; Hamilton 68 Dashboard94 

which tracks bot activity on Twitter; 

• Chain: 

 

H. Counter Measures 

     1. Identify and block toxic campaigns; 

     2. Inoculate population; 

     3. Create alternate, legitimate narratives. 

 

 

 

                                                                                                                                                                                                                              

     

 

   

 

                                                           
93 Paul-Olivier Dehaye, “The Micro-targeting of low information of voters”, Medium.com Personal-io, 30 December 
2016; https://medium.com/personaldata-io/microtargeting-of-low-information-voters-6eb2520cd473 
 
94 Ibid the Alliance for Securing Democracy, under The Marshall Fund. 
http://dashboard.securingdemocracy.org/ 
 

https://medium.com/personaldata-io/microtargeting-of-low-information-voters-6eb2520cd473
http://dashboard.securingdemocracy.org/
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APPENDIX 3 

 

A. Model for Terrorism Counter Narratives: RAN GAMMMA+ 95 

Comprises the following key elements: Goal, Audience, Message, Messenger, Media, Action 

plus Monitoring and Evaluation.  

Annex 2 provides a tangible overview of the key findings for effective alternative and 

counter-narratives from recent relevant research. 

 

RAN GAMMMA+ Essentials: Effective Communication Campaigns: 

  

• Goals that are clear, realistic and measurable; 

 

• Promoted messages are relevant and the target audience considers the messengers 

credible; 

 

• Campaign works with the target audience's preferred medium or online platforms and 

is also present when the audience communicates offline; 

 

•  Narrative campaigns in the form of monologues are unlikely to meet the needs of an 

audience that wants to talk or is upset or outraged about a real or perceived injustice; 

 

• Campaigns should offer a call to action for those wishing to become involved in the 

issue at hand, which will facilitate monitoring and evaluation; 

 

•  Campaigns aiming to change minds and behaviours offer opportunity for sustained 

dialogue (both online and offline) with those in their audience who wish to talk; 

 

• Campaigns which ensure they have monitoring and evaluation components in place 

from the start can then adjust ongoing activities if needed, and once completed, can 

learn whether they had the desired impact; 

 

• Campaigns that produce a constant stream of content for their target audience to 

interact with increase their chances of having an impact. Authenticity and quantity are 

more relevant than technical quality; 

                                                           
95 Alexander Ritzmann and Marije Meines, Radicalisation Awareness Network (RAN CoE), Chapter 9, footnote 295. 
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• Alternative narratives promote positive alternative perspectives, courses of action and 

role models, and foster critical thinking.  

 

• Counter-narratives, which aim at debunking extremist propaganda, should only be 

directed at a well-researched and understood audience which is already engaged with 

extremist content.  

B. RAN Guidelines for Effective Alternative and Counter-narrative campaigns (GAMMMA+), 

RAN Centre of Excellence, Issue Paper, 31/12/201796 

 
• Do no harm; don’t spread propaganda.97; Backfire effect/ Quantity of messages;98 

Do no harm; don’t spread propaganda99 

• Beliefs and identity;100 Moral reframing;101 Identity and values102 

                                                           
96 Ibid Radicalisation Awareness Network Centre of Excellence, 
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-
do/networks/radicalisation_awareness_network/about-ran/ran-c-and-
n/docs/ran_cn_guidelines_effective_alternative_counter_narrative_campaigns_31_12_2017_en.pdf 
 
97 R. Hornik, L. Jacobsohn, R. Orwin, A. Piesse, & G. Kalton, “Effects of the national youth anti-drug media campaign 
on youths”, American Journal of Public Health, 98(12), 2008, at pp.2229-2236; 
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC263654 1/ 

 
98 Cook, J., & Lewandowsky, S. (2011). The Debunking Handbook. St. Lucia, Australia: University of Queensland; : 
https://www.skepticalscience.com/docs/Debunking_Han dbook.pdf 
 
 
99 Chan, M. P. S., Jones, C. R., Hall Jamieson, K., & Albarracín, D. (2017). Debunking: a metaanalysis of the 
psychological efficacy of messages countering misinformation. Psychological science, 28(11), 1531-1546; 
http://journals.sagepub.com/doi/pdf/10.1177/09567976 17714579 
 
 
100 Kaplan, J. T., Gimbel, S. I., & Harris, S. (2016). Neural correlates of maintaining one’s political beliefs in the face 
of counterevidence. Scientific reports, 6, 39589; https://www.nature.com/articles/srep39589 
 
 
101 M. Feinberg, & R. Willer, “From gulf to bridge: When do moral arguments facilitate political influence?” 
Personality and Social Psychology Bulletin, 41(12), 1665-1681; 'From Gulf to Bridge: When Do Moral Arguments 
Facilitate Political Influence?' 
 
 
102 S. Atran, A. Gómez, L. López Rodríguez, H. Sheikh, J. Ginges,  L. Wilson, H. Waziri, A. Vázquez & R. Davis, “The 
devoted actor’s will to fight and the spiritual dimension of human conflict”,  Nature Human Behaviour, 1(9), 2017, 
at p. 673; https://www.nature.com/articles/s41562-017-0193-3 
 

https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/about-ran/ran-c-and-n/docs/ran_cn_guidelines_effective_alternative_counter_narrative_campaigns_31_12_2017_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/about-ran/ran-c-and-n/docs/ran_cn_guidelines_effective_alternative_counter_narrative_campaigns_31_12_2017_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/about-ran/ran-c-and-n/docs/ran_cn_guidelines_effective_alternative_counter_narrative_campaigns_31_12_2017_en.pdf
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC263654%201/
https://www.skepticalscience.com/docs/Debunking_Han%20dbook.pdf
http://journals.sagepub.com/doi/pdf/10.1177/09567976%2017714579
https://www.nature.com/articles/srep39589
https://www.nature.com/articles/s41562-017-0193-3
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• Narrative persuasion and transport103 

•  Theory of change104  

• Delivering new narratives105 

• Target audience, disruption and quantity of alternative narratives and counter-

narratives106  

• Uncertainty and authoritarian attitudes107  

C. The Radicalisation Awareness Network (RAN) Issues Paper of 1 October 2010:108  

                                                           
 
103 Melanie C. Green & K. Fitzgerald, “Transportation Theory Applied to Health and Risk Messaging”, Oxford 
Research Encyclopedia of Communication, 2017; 'Transportation Theory Applied to Health and Risk Messaging'. 
 
104 Theories of Change, Policy Brief, The Alliance for Peacebuilding (AfP), 2015; : 
http://www.allianceforpeacebuilding.org/site/wpcontent/uploads/2015/03/FINAL-Theories-of-Change-inPB.pdf 
 
 
105 A. Beutel, S. Weine, A.  Saeed, A.  Mihajlovic, A. Stone, J.  Beahrs & S. Shanfield,” Guiding Principles for 
Countering and Displacing Extremist Narratives”, Journal of Terrorism Research, 7(3), 2016; 'Guiding Principles for 
Countering and Displacing Extremist Narratives' 
 
 
106 Ibid European Parliament Policy Department for Citizens’ Rights and Constitutional Affairs. (2017). Countering 
Terrorist Narratives. PE 596.829. 
 
107 Rieger, D., Frischlich, L., & Bente, G. (2017). Propaganda in an insecure, unstructured world: How psychological 
uncertainty and authoritarian attitudes shape the evaluation of right-wing extremist internet propaganda. Journal 
for Deradicalization, (10), 203-229; http://journals.sfu.ca/jd/index.php/jd/article/view/88 
 
108 RAN Issue Paper* “Counter Narratives and Alternative Narratives Introduction”, RAN Centre of Excellence, 1 
October 2015.t https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-
do/networks/radicalisation_awareness_network/ran-papers/docs/issue_paper_cn_oct2015_en.pdf [accessed 28 
May,2017] 

*This Issue Paper was provided in support of the European Commission’s preparatory EU IT Forum, ‘Countering 
Violent Extremism: Online Communications’, held on 27 October 2015. The following questions are addressed: 

•How do counter-narratives and alternative narratives1 play a role in prevention of radicalisation? •What do 

successful counter-narrative and alternative narrative campaigns look like? •What are the obstacles to designing 
and delivering effective campaigns from an industry, government and practitioner perspective and how can they 

be overcome? •How can and should success be measured? •What can stakeholders offer to boost counter-
narrative and alternative narrative campaigns?  

http://www.allianceforpeacebuilding.org/site/wpcontent/uploads/2015/03/FINAL-Theories-of-Change-inPB.pdf
http://journals.sfu.ca/jd/index.php/jd/article/view/88
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-papers/docs/issue_paper_cn_oct2015_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-papers/docs/issue_paper_cn_oct2015_en.pdf


 

36 
 

• identified the key elements of the effectiveness of Daesh/Is’ social media campaigns 
that rely on emotion to galvanise young people into radicalisation:109  

“The following questions are addressed: •How do counter-narratives and alternative 

narratives1 play a role in prevention of radicalisation? •What do successful counter-

narrative and alternative narrative campaigns look like? •What are the obstacles to 
designing and delivering effective campaigns from an industry, government and 

practitioner perspective and how can they be overcome? •How can and should success 

be measured? •What can stakeholders offer to boost counter-narrative and alternative 
narrative campaigns? 

• Exposure to extremist propaganda – both online and offline – is critical; popular 

extremist propaganda often includes: high production value, the use of fast-paced 

editing, music and a charismatic narrator, and a call to action. The professional and 

sophisticated use of social media by ISIL in particular has been a game-changer.” 

• Extremist narratives are effective because of their simplicity, their use of 

scapegoating, and their emotional appeals to fear, anger, shame and honour; 

• Messages are crafted to exploit identity issues that many young people may be 

experiencing; 

• Manner of transmission is equally vital.  

 

 

 

 

                                                                                                                                                                                                                                                                                    

                                                                                                                           

                                                           
109 RAN Issue Paper “Counter Narratives and Alternative Narratives Introduction” at p. 2. 
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           APPENDIX 4 

Model of Counter-Narrative Structure110 

“Know the intentions and psychological states of persons and groups and the attitudes, 

interests, and values of media audiences” - Charles P. Smith 111  

 

     A.  Analysis of Communications into 3 parts –  

a) “substantive or formal characteristics”; 

 b) “inferences about the characteristics and intentions of communicators”;  

c) inferences about content and its effect on, or the characteristics of its recipients”. 

                            

B.   Steps in Content Analytic Research* 

o Deciding on type of material to be analysed (archival, naturally- occurring, 

elicited; 

 

o Sampling (material and sources): non-probability sample may be used if 

research is exploratory or involves theory development; 

 

o Sampling conventions for communications research: see Berelson (1954): 

publications or other sources, issues or dates, content within issues; take into 

account geographical location, frequency of publication, time of publication 

(morning or evening), target audience and size of circulation. See Holsti (1969 

and Krippendorff (1980) for greater detail. 

 

o Cross-cultural research: see Kalin, Davis and McClelland (1966). 

 

o Projective methods pose complex issues. 

 

o Sample size: for qualitative research consider reliability and precision (see 

Patton, 1990). 

                                                           
110 *Charles P. Smith, Chapter Twelve: “Content Analysis and Narrative Analysis”, from Reis, T., and C. Judd (Eds.), 
Handbook of Research Methods in Social and Personality Psychology, Cambridge University Press, 2000, at pp.318-
327; http://www.webpages.uidaho.edu/css506/506%20Readings/Smith%202000.pdf 
 
111 Ibid Charles P. Smith at p.316. 
 

http://www.webpages.uidaho.edu/css506/506%20Readings/Smith%202000.pdf
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o Content analysis (coding systems): computerised quantification of qualitative 

material; develop manual 

 

o Information to be obtained; 

o Definition of units of material 

o Categories or dimensions of classification 

o Rules for applying system 

o Deciding on or devising coding systems 

o See Table 12.2 for examples of coding systems for social science research. 

 

• Intercoder agreement: reliability of coder as measuring instrument and frequency and 

scores derived for quantitative research. 

 

• Coder training: manual, ample practice materials and ability to consult experienced 

scorer about coding decisions. 

 

• Computer-assisted coding and statistical analysis: large amounts of material, large 

numbers of variables, contingencies, patterns, analysis of coding categories and 

context. 

 

• Reliability and validity assessment. 

 

 

C.  Braddock and Horgan: “Guide for Constructing and Disseminating Counter 
Narratives to Reduce Support for Terrorism” (2015)112 

Narrative =  

• “a simple unifying, easily-expressed story or explanation that organises people’s 
experience and provides a framework for understanding events” (Kilcullen, as cited by 
Schmid, 2014, p. 3); 
 

• deeply rooted in culture; 
 

• can in turn encourage specific types of personal action (Corman, 2011); 

                                                           
112 Kurt Braddock and John Horgan, "Towards a Guide for Constructing and Disseminating Counter-Narratives to 
Reduce Support for Terrorism." Studies in Conflict & Terrorism 39 (November): 381-404, 2015. 
https://www.tandfonline.com/doi/abs/10.1080/1057610X.2015.1116277; downloaded 3 October 2018; 
http://journals.sfu.ca/jd/index.php/jd/article/view/43/38 
 
 

https://www.tandfonline.com/doi/abs/10.1080/1057610X.2015.1116277
http://journals.sfu.ca/jd/index.php/jd/article/view/43/38
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•  powerful because they hold the pieces of the story and “ring true” for members of 

the target audience (Goodall, 2010); 
 

•  Schmid:  one of the keys to understanding the ascendance of al-Qaeda’s ideology is 
understanding the extent to which it functions as a single narrative: 

“[It is] a unifying framework of explanations that provides its followers with an 
emotionally satisfying portrayal of the world in which they live and their role in it, 
offering them a sense of identity and giving meaning to their lives (2014, p. 5). 

Ingredients of an effective narrative: Schmid (2014, p. 29) 

“1. articulate a clear, realistic and compelling mission purpose without getting entangled in 
sub-goals and details, but keeping the focus on long-term, overarching goals that have to be 
related to cultural norms and values as well as interests;  

2. have legitimacy in that it matches cultural and public norms and values and is seen by 
relevant publics as justified;  

3. hold the prospect of success and provide a feeling of progress towards its goals;  

4. presented in a consistent manner in order to be effective and withstand the attacks of 
counter-narratives that might cost it public support; and 

 5. must fit within an overall communication plan that reflects major themes of our own 
identity.” (at p.59)” 

Counter-messaging Analysis: Braddock and Horgan113 cite the “spectrum” 

analysis of Briggs and Feve (2013) 

• “government strategic communications, which essentially involve “getting the message 
out……raise awareness of what it is doing and to forge positive relationships with key 
constituencies; 
 

• alternative narratives, positive stories about “social values, tolerance, openness, 
freedom and democracy (Briggs & Feve, 2013, p. 5).  
 

• Schmid (2014) maintains that alternative narratives should be able to bridge the “us” 
versus “them” divide that is fostered by extremists and bring together people from all 
sides; focus more on “what we are for” and less on “what we are against”.  
 

• Whereas strategic communication is the purview of government, alternative narratives 
may be issued both government and civil society activists and groups. 

                                                           
113 Ibid Braddock and Horgan at p.58. 
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•  Finally, counter-messaging may be realized through counter-narratives. 2015, p.58.” 

 

D. Institute of Strategic Dialogue (ISD) 

COUNTER NARRATIVE TOOLKIT114: Resources to Create and Manage Campaigns 
to Counter Violent Extremist Narratives Online115 

 

Clear Goals and Objectives: audience, message, medium, messengers 

Content Creation: Best Practice Guide116 

Identifying Content Creation Needs 

Making Engaging Content 

Production Budgets and Schedules 

Testing Content 

 

 

 

 

 

 

                                                           
114 ISD Counter Narrative Toolkit: the Toolkit was funded by Facebook and was inspired by a pilot project with 
Jigsaw (formerly Google Ideas). The project aimed to work with credible messengers to curate, disseminate, and 
analyse counter-narrative content. 

115 ISD Counter Narrative Toolkit, www.counternarratives.org 

 
116 Ibid http://www.counternarratives.org/custom/create/best-practices 
 

http://www.counternarratives.org/
http://www.counternarratives.org/custom/create/best-practices
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        APPENDIX 5 

A.   Model of Resilience Narrative Structure 

Psychologists Lewandowsky et al.117 have identified resilience narratives as highly effective 

strategies. In deconstructing and testing such narratives, there are several parts that interlock 

with variables such as:  

1.) Target audience; 2.) Context; 3.) Structure and style; 4.) Themes and memes; 5.) Content 

that stimulates and engages; 6.) Affect and tone: the use of empathy, subversive humour, 

irony, positive messaging and affirmations; learnable and non-learnable writing skill-sets; 6.) 

Visual messaging; 7.) Effectiveness:  analysis of the effectiveness of sample narratives from 

various sources. 

B.  Model of YARNS118 (Yeasty affirmative narrative strategies) 

 
 YARNS (“yeasty affirmative resilience narrative strategies”) incorporate the structural 

elements of effective narratives. They evoke the campfire, comfortable chats and non-

threatening casual communication. They contain “yeast” – that magic ingredient that makes 

buns rise and elevates stories into compelling narratives with many layers of meaning. YARNS 

are metaphorical grassroots stories with layers of meaning - powerful yet oblique narrative 

devices that can speak to all the identities of an individual and provide an instant heuristic 

that has the inherent capacity to manage intrapsychic change without the need for direct 

confrontation. Written well they will engage, entertain, teach, motivate, train, inspire and 

delight. They can make us laugh. They can change us – our perceptions, mood, and behaviour. 

They can also defend democratic populations by boosting populations that have been 

                                                           
117 Ibid Lewandowsky et al. at p. 
 
 
118 Copyright Author 
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deflated, undermined and confused by hostile, divisive and contradictory narratives. They 

may also serve to subvert illiberal democratic regimes. 

1. Ethics: know ethical ‘story’ (yarn); fighting ‘facts’/ ‘truth’ unimportant; ethics is. 

2. Identity: know your audience and what is meaningful for it; its psychological age and 
identities; its biases and prejudices;  

3. Issues: know its ordinary everyday as well as ultimate issues: what it avoids, obsesses 
about, leans towards and what it likes and dislikes. 

4. Status: know its socio-cultural status, roles; 

5. Beliefs: know its political and religious beliefs; 

6. Emotions: know its fears, what makes it angry or sad, laugh, cry, entertains or bores it; 

7. Preferences: know what soothes or arouses it: relaxes or keeps it awake at night. 
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        APPENDIX 6 

A. Models of Russian Disinformation Structure and Response 

i.     Paul and Matthews (2016) 119 of RAND describe the Russian propaganda model as: 

        1. high-volume and multichannel,  

        2. Rapid, continuous, and repetitive  

        3. Lacks commitment to objective reality  

        4. Lacks commitment to consistency. 

 

Counter-narrative Model: 

• a stepped-up approach  

• building resilience by “increasing the flow of information” in competition with Russia;  

• active hostilities when sources of propaganda are targeted. 

5 suggestions utilising the metaphor of a “firehose”: 

1. Don’t expect to counter the firehose of falsehood with the squirt gun of truth.120 

2. Find ways to help put raincoats on those at whom the firehose of falsehood is being 

directed.121 

3. Don’t direct your flow of information directly back at the firehose of falsehood; 

4. Increase the flow of persuasive information and start to compete, seeking to generate 

effects that support U.S. and NATO objectives;122 

5. Turn off (or turn down) the flow. 123 

                                                           
119 Christopher Paul and Miriam Matthews, “The Russian “Firehose of Falsehood” Propaganda Model Why It Might 
Work and Options to Counter It”, RAND Corporation, 2016 at p.2; 
https://www.rand.org/content/dam/rand/pubs/perspectives/PE100/PE198/RAND_PE198.pdf 
 
120 Ibid at p.9. 
 
121 Ibid at p.10. 
122 Ibid at p.10. 
 
123 Ibid at p.10-11. 
 

https://www.rand.org/content/dam/rand/pubs/perspectives/PE100/PE198/RAND_PE198.pdf
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ii. Cobaugh:124  A Five-Point Strategy to Oppose Russian Narrative Warfare 

(US) 

1.  Build resilience in US audiences that aids in recognizing and resisting influence. 

2.  Apply CYBER tools proportionately, both offensively and defensively. 

3.  Regularly disseminate effective alternate and counter-narratives. 

4.  Message by all available and appropriate means, messaging in support of US 

narrative strategy. 

 5.  Deterrence or rather: demonstrate by action that aggression will be firmly 

resisted. 
 

B. Model of Disinformation Counter Narrative Structure 

Principles of Response:125 

• “enhance transparency of online news, involving an adequate and privacy-compliant 

sharing of data about the systems that enable their circulation online; 

 

• promote media and information literacy to counter disinformation and help users 

navigate the digital media environment; 

 

                                                           
124 Paul Cobaugh, “A Five-Point Strategy to Oppose Russian Narrative Warfare”, Narrative Strategies, April 2018. 

 https://medium.com/@paulcobaugh/a-five-point-strategy-to-oppose-russian-narrative-warfare-56e0006aab2a 
 
 
 
 
125 Ibid 

https://medium.com/@paulcobaugh/a-five-point-strategy-to-oppose-russian-narrative-warfare-56e0006aab2a
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• develop tools for empowering users and journalists to tackle disinformation and foster 

a positive engagement with fast-evolving information technologies; 

 

• safeguard the diversity and sustainability of the European news media ecosystem and 

promote continued research on the impact of disinformation in Europe to evaluate the 

measures taken by different actors and constantly adjust the necessary responses.” 

C. Table 1 (RAN PVE Model)126  

 - a template for the key considerations of the Disinformation Model of YARNS, counter-

narratives and government strategic communication. 

Countering Russian Disinformation: key considerations of YARNS and counter-narratives: 

What                               Why                      How                          Target                       Initiator                                      

Alternative  

narratives 

(YARNS) 

Counter- 

Narratives 

(CN) 

Government 

Strategic  

Communications 

                                                           
126 Used as a guideline: Preventing Radicalisation to Terrorism and Violent Extremism: Delivering Counter- or 

Alternative narratives, 2018 Edition, Table 1. at p.4; https://ec.europa.eu/home-

affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-best-

practices/docs/delivering_alternative_narratives_en.pdf      

Citing at fn 8: Adapted from Hemmingsen, A.S and Castro K.I (2017) “The Trouble with Counter-Narratives” 
http://www.ft.dk/samling/20161/almdel/reu/bilag/189/1729101.pdf  and from Briggs, R. and S. Feve. (2013) 
“Review of Programs to Counter Narratives of Violent Extremism: What Works and What are the Implications for 
Government?” London, UK: Institute for Strategic Dialogue; 
http://www.strategicdialogue.org/CounterNarrativesFN2011.pdf  p6 
 

  

https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-best-practices/docs/delivering_alternative_narratives_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-best-practices/docs/delivering_alternative_narratives_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-best-practices/docs/delivering_alternative_narratives_en.pdf
http://www.ft.dk/samling/20161/almdel/reu/bilag/189/1729101.pdf
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